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What is the importance of vulnerability in support to Critical Infrastructure security?
Critical infrastructure involves assets and systems that are crucial to the state such that their incapacity would harm the state’s economic and physical security, public health. Vulnerability is a physical element or operation feature that renders a system or asset susceptible to risks or exploitation. Besides, the vulnerability of critical infrastructure has been recognized for a long period and are a feature of the installation of applications, assets or systems. In addition, the system used to control critical infrastructure is connected to the network making them vulnerable to cyber attacks. Vulnerability importance in supporting critical infrastructure security is the evaluation of threats and vulnerabilities and developing a plan to counter the threats (Pescaroli & Alexander, 2016). Therefore, a plan created can eliminate or reduce the vulnerabilities. Another role of vulnerability is in the creation of a system that can recognize possible vulnerabilities and threats and prevent attacks to critical infrastructure. Additionally, vulnerability has made it possible to create plans for the warning, suppressing and rebuffing incidents in progress. Another vulnerabilities role in critical infrastructure security is a quick reconstitution of minimum vital capabilities in the outcome of an attack. 
How the concept of vulnerability is mentioned/ embedded in influential policy documentation such as NIPP?

The 2013 National Infrastructure Protection Plan (NIPP) directs the state in the management of vulnerabilities in critical infrastructure. Additionally, the vulnerability concept is mentioned in NIPP 2013 in developing ways to minimize vulnerability rates in critical infrastructure assets and networks. Vulnerability consequences are reduced and the recovery process of critical infrastructure after an attack is hastened (Flammini, 2012). Vulnerability concept in NIPP 2013 is mention in terms of making critical infrastructure more resilient to vulnerabilities and evaluation of the vulnerabilities to inform risk management. Also, to allow risk-informed decision creation and collaboration of efforts to reduce and eliminate vulnerabilities in systems and networks comes in.
What is the role of vulnerability assessment and who conducts the assessment and how they are accomplished?
One of the risk management methods is the vulnerability assessment that involves recognition, ranking, and quantification of vulnerabilities. According to Pescaroli & Alexander (2016), this assessment is necessary because vulnerabilities weaken the assets and networks making them prone to exploitation which can disrupt the functioning of the systems. For that reason, the role of this assessment is the identification of security loopholes in software and network systems. The aim of vulnerability assessment is that no loophole is missed.  It gathers data through scanning of system and identification of vulnerable systems. Additionally, vulnerability assessment is review and computes the extent of risks on systems. Vulnerability assessment using of remediation gears to patch, organize and debug assets to reduce and eliminate security threats as a result of vulnerabilities discovered. Therefore, vulnerability assessments ensure critical infrastructure establish risk graph and improve the security systems. Vulnerability assessment is conducted using automated testing gears, for instance, net security scanners and is commonly monitored by the informational technologist. In addition, vulnerability assessment is accomplished by utilization of scans to analyze vulnerabilities, reporting and fixing the threat to systems.
Is vulnerability part of a critical infrastructure risk management framework?

Vulnerability is a part of critical infrastructure risk management (Flammini, 2012). Additionally, the risk management framework involves protecting critical infrastructure from risks by managing vulnerabilities.  Additionally, the assessed vulnerabilities impact on the infrastructure is evaluated and the occurrence rate is determined. Then critical infrastructures are identified and possible threats and vulnerabilities recognized. Moreover, vulnerabilities identified are then minimized or eliminated depending on the remediation approach applied to the susceptible systems. Thus, critical infrastructure risk management ensures that vulnerabilities are ranked and risk control methodologies are applied to protect the systems.
Vulnerability is one of several cooperative elements working together to achieve critical infrastructure security. Vulnerability assessment identifies known vulnerabilities in the infrastructure system, however, this is not sufficient (Flammini, 2012). Therefore, other assessments need to be conducted to identify possible threats. For critical infrastructure security, the features and the configuration of the systems and networks have to be evaluated in addition to vulnerabilities. Therefore, vulnerabilities and weakness of the infrastructures have to be corrected.
DHS NIAC Critical Infrastructure Resilience Final Report and Recommendation document

Critical infrastructure resilience recommends how the government and organizations can incorporate protection and resilience into risk management approaches. Therefore, recommendations made include strengthening the policy framework, increased coordination of all government sectors is crucial in the mitigation of possible threats and vulnerabilities to the system used (Moteff, 2012). An additional recommendation was a clarification of the role of critical infrastructure partners and implementation of government facilitating programs in performance with critical infrastructure operators whereby the activities and program involve assessment of critical infrastructure. Another recommendation from the study was the utilization of suitable market incentives to encourage resilience of critical infrastructure. Finally, the sixth recommendation was improvement of private and public partnership to come up with approaches to minimize and eliminate risks in the infrastructures.
Strength and weakness of the NIAC document

 The strength of this document recommends is that it encourages infrastructure operators and owners to constantly scan their systems and identifying the perfect scanning tools as well as other means of minimizing risks in systems. Moreover, the existing document provides ways in which the critical infrastructure can recover fast after an attack. One of the weaknesses of this document is that policymakers and stakeholders did not clearly understand the NIAC operations and mission (Pescarol & Alexander, 2016). Their recommendations were complicated for easy utilization, as a result, it did not reach the targeted customers.
What changes would you recommend to the current version of this document?
A number of the updates that can be made in the NIAC include expansion their mission. Thus, the mission should be understandable by the critical infrastructure operators. In addition, the mission should also ensure the owners, customer, and operators of infrastructure are considered (Moteff, 2012). Additionally, the document should ensure it set in the private sector in coming up with more advanced recommendations for risk management in critical infrastructure. An additional change required in the document is a precise description of how vulnerabilities and threat assessments should be done by agencies.
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